NAME
cntlm - authenticating HTTP(S) proxy with TCP/IP tunneling and acceleration

SYNOPSIS
cntim [ -AaBcDdFfgHhILIMPprSsTUuvw ] [ hostl port]] hostIportl] ... hostN portN

DESCRIPTION
Cntlm is an NTLM/NTLMv2 authenticating HTTP proxyt takes the address of your proxy or proxies
(hostl..Nandportl..N and opens a listening socket, forwarding each request to the parent proxggmo
in a circular list if the acte parent stops wrking). Along the vay, a mnnection to the parent is created
anev and authenticated pif available, previously cached connection is reused to aetigher eficiency
and faster responses. When the chain is setnpm should be used as a proxy in your applications.
Cntlm also integrates transparent TCP/IP port gnding (tunneling) through the parent (incl. authentica-
tion). Each tunnel opens améistening socket on the defined local port and forwards all connections to the
given host:port behind the secondary prodylanual page explains Wwao stupcntim properly using con-
figuration file or command-line arguments.

Cntlm works similarly to NTLMAPS, plus full NTLM support, aubket of nav features and none of its
shortcomings and infifiencies. It adds support for readp-alve (On both sides) and it caches all authen-
ticated connections for reuse in subsequent requests. It can be restarted without AIMBelAY; uses

just a fraction of memory compared to NTLMAPS and by orders of magnitude less CPU. Each thread is
completely independent and one cannot block anoeiim has may security/privacy features like
NTLMv2 support and password protection - it is possible to substitute password hashes (which can be
obtained usingH) for the actual passwd or to enter the password interagi. If plaintext password is

used, it is automatically hashed during the startup and all its traces axeddrom the process memory.

In addition to lever usage of system resourcestlm achieves higher throughput on a gn link. By

caching authenticated connections, it acts as an HTTP accelerator;ajhisens-way auth handshalkor

each connection is transparently eliminated, providing direct access most of the time. NTLMAPS doesn’
authenticate in parallel with the request - instead, it first connects, sends a probe and disconnects. No
sooner than that it connects again and initiates NTLM handsiakim also doesn’read the whole

request including HTTP body into mempiy fact, no traffic is generated except for the exchange of head-

ers until the client <-> server connection is fully negotiated. Only then are the request and response bodies
forwarded, directly between client and server sockets. Téysomtim avads most of the TCP/IPverhead

of similar proxies. Along with theatt thatcntim is written in optimized C, it achies up to fiteen times

faster responses. The slower the line, the more inguaich has on download speeds.

An example ofcntim compared to NTLMAPS under the same conditiamglm gave arg 76 kB/s with
peak CPU usage of 0.3% whereas with NTLMAPS it was48 kB/s with peak CPU at 98% (Pentium M
1.8 GHz). The extreme difference in resource usage is one gfimanrtant benefits for laptop usBeak
memory consumption (geral comple sites, 50 paralell connections/threads; values are in KiB):

VSZ RSS CMD
3204 1436 ./cntlm-f -c ./cntlmconf -P pid
411604 6264 /usr/share/ ntl maps/ main.py -c /etc/ntl maps/server.cfg

Inherent part of the delopment is profiling and memory management screening using Valgrind. The
source distribution contains a file callealgrind.txt where you can see the report confirming zero leaks, no
access to unallocated memong wsage of uninitialized data - all traggk down to each CPU instruction
emulated in Valgring virtual CPU during a typical production lifetime of the proxy.
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OPTIONS

Most options can be pre-set in a configuration file. Specifying an option more than once is not buterror
cntlm ignores all occurences except the last one. This does not apply to op&chs éich of which cre-
ates a ne instance of some featur€ntim can be bilt with a hardcoded configuration file (e.g.
/etc/entim.conf), which is alays loaded, if possibleSee-c option on hav to override some or all of its
settings.

Use-h to see aailable options with short description.

-A IP/mask (Allow)

Allow ACL rule. Together withD (Dery) they are the tvo rules allowed in ACL polig. It is more
usual to hee tis in a configuration file,ut Cntim follows the premise that you can do the same
on the command-line as you can using the config file. V@lmgim receves a onnection request,

it decides whether to alloor dery it. All ACL rules are stored in a list in the same order as speci-
fied. Cntlim then walks the list and the fir®¥/maskrule that matches the request source address is
applied. Themaskcan be ayp number from 0 to 32, where 32 is the default (that is exact IP
match). This notation is also known as CIDR. If you want to matehything, use0/0 or an
asterix. ACLs on the command-line éarecedence\er those in the config file. In such case, you
will see info about that in the log (among the list of unused options). There you can alsorsee w
ings about possibly incorrect subnet spec, shatien thelP part has more bits than you declare
by mask(e.g. 10.20.30.40/24 should be 10.20.30.0/24).

-a NTLMv2 | NTLM2SR | NT | NTLM | LM  (Auth)

Authentication type. NTLM(v2) comprises of one orotwiashed responses, NT and LM or
NTLM2SR or NTv2 and LMv2, which are computed from the password hash. Each response uses
a dfferent hashing algorithm; asweesponse types werevinted, stronger algorithms were
used. When you first instattntim, find the strongest one whichovks for you (preferably
using-M). Above they are listed from strongest to weakest. Very old servers or dedicated HW
proxies might be unable to process anything but LM. If none of thode see compatibility flags
option-F or submit a Support Request.

IMPORTANT: Although NTLMv2 is not widely adopted (i.e. enforced), it is supported on all
Windows since NT4.0 SP4. Thas for a very long time! | strongly suggest you use it to protect
your credentials on-line. ot should also replace plaintePassword options with hashed
Pass[NTLMV2|NT|LM] equivaents. NTLMv2 is the most and possibly the only secure authenti-
cation of the NTLM family.

-B (NTLMT oBasic)
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This option enables "NTLM-to-basic", which allows you to use oném for multiple users.
Please note that all security of NTLM is lost thisywBasic auth uses just a simple encoding algo-
rithm to "hide" your credentials and it is moderately easy td tér@fn.

IMPORTANT: HTTP protocol okiiously has means to negotiate authorization before letting you
through, but TCP/IP doedr(i.e. open port is open port). If you use NTLM-to-basic and DON'T
specify some username/password in the configuration file, you are bound to loose tunneling fea-
tures, becausentim alone wont know your credentials.

Because NTLM identification has at least three parts (username, password, domain) and the basic
authentication pnddes fields for only tw (username, password), yowkap smuggle the domain

part somewhere. You can set tbemain config/cmd-line parametewhich will then be used for

all users, who don'specify their domain as a part of the usernantedd hat and werride the

global domain setting, use this instead of plain username in the password dialog: "domain\user
name".
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-c <filename>
Configuration file. Command-line options, if usederoide its single options or are added at the
top of the list for multi options (tunnels, parent proxies, etc) with the exception of ACLSs, which
are completely werriden. Usddev/nullto disable ay config file.

-D IP/mask (Deny)
Dery ACL rule. See optiorA above.

-d <domain> (Domain)
The domain or wrkgroup of the proxy account. This value can also be specified as a part of the
username withu.

-F <flags> (Flags)
NTLM authentication flags. This option is rater delicate and | do not recommend to change the
default built-in values unless you had no success with parent proxy auth and tried magic autode-
tection (M) and all possible alues for theAuth option ¢a). Remember that each NT/LM hash
combination requires different flags. This option is sort of a complete "maweaide" and
you'll have  deal with it yourself.

-f Run in console as a foreground job, do not fork into background. In this mode, all syslog messages
will be echoed to the console (on platforms which support syslog LOG_PERROR option). Though
cntlm is primarily designed as a classic UNIX daemon with syslogd logging, it provides detailed
verbose mode without detaching from the controlling terminal;-ge#n any case, all error and
diagnostic messages arevays sent to the system logger.

-G <pattern> (ISAScannerAgent)
UserAgent matching (case insengdj for trans-isa-scan plugin (se®for explanation). Positie
match identifies requests (applications) for which the plugin should be enabled without eonsider
ing the size of the denload (seeS). You can use shell wildcard characters, namely "*", "?" and
"[I". If used without-S or ISAScannerSize themax_size_in_kks internally set to infinityso te
plugin will be actve ONLY for selected User-Agents gadless of download size.

-g (Gateway)
Gatavay mode,cntim listens on all network interfaces. @eift is to bind just loopback. Thaty
only local processes can connectidm. In the gatevay mode thoughgentim listens on all inter
faces and is accessible to other machines on the network. Please note that with this option the
command-line order matters when specifying proxy or tunnel local (listening) ports. Those posi-
tioned before it will bind only loopback; those after will be public.
IMPORTANT: All of the abae gplies only to local ports for which you didrpecify ary source
address. If you didntim tries to bind the gen port only on the specified interface (or rather IP
address).

-H Use this option to get hashes for password-less configuration. In this ombhle, prints the
results and»dts. You can just cop& paste right into the config file. You ought to use this option
with explicit -u and-d, because some hashes include the username and domain name in the calcu-
lation. Do seea for security recommendations.

-h Display help (sailable options with a short description) and exit.

-l Interactve passvord prompt. Ay passverd settings from the command line or config file is
ignored and a password prompt is issued. Use this option only from shell.
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-L [<saddr>:]<Iport>:<rhost>:<r port> (Tunnel)

Tunnel specification. The syntax is the same as in Opers38¢él forwarding {L), with a nev
optional prefix,saddr- the source IP address to bind thert to. Cntim will listen for incomming
connections on the local pdport, forwarding &ery new connection through the parent proxy to
the rhostrport (authenticating on the go). This option can be used multiple times for unlimited
number of tunnels, with or without tteaddroption. Seeq for the details concerning local port
binding whensaddris not used.

Please note that marorporate proxies do not alloconnections to ports other than 443 (https),

but if you run your target service on this port, you should be safe. Connect to HTTR&ais"al
allowed, otherwise nobodyauld be able to browse https:// sites. ly aase, first try if you can
establish a connection through the tunnel, before you rely on it. This feature does the same job as
tools likecorkscrew(1), but instead of communicatinger a terminal,cntlm keeps it TCP/IP.

-l [<saddr>:]<Iport> (Listen)

Local port for thecntim proxy service. Use the number yowéahosen here and the hostname of
the machine runningntlm (possibly localhost) as proxy settings in younisser and/or the e
ronment. Mostapplications (including console) support the notion of proxy to connect to other
hosts. On POSIX, set the following variables to useveggt(1) without ary trouble (fill in the
actual address ahtlm):

$ export ftp_proxy=http://1ocal host: 3128
$ export http_proxy=$ftp_proxy
$ export https_proxy=$ftp_proxy

You can choose to run the proxy service on more than one port, in such case just use this option as
mary times as necessatgut unlike tunnel specificatiorgntim fails to start if it cannot bind all of

the proxy service ports. Proxy service port can also be bound wdiedtisesaddrto pick source

IP address to bind tHport to. This allows you, for example, to run the service on different ports

for subnet A and B and malkt invisible for subnet C. Seg for the details concerning local port
binding whensaddris not used.

-M <testurl>

Run magic NTLM dialect detection. In this modmtim tries some known working presets
agninst your proxyProbe requests are made for the specifesdurl with the strongest hashes
going first. When finished, settings for the most secure setup are printed. Although the detection
will tell you which and hw to useAuth, Flagsand password-hash options, yowd# configure

at least your credentials and proxy address firstt dan usel to enter your password interac-
tively.

-O [<saddr>:]<port_number> (SOCKS5Proxy)
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Enable SOCKS5 proxy and n&k listen on local porport_number(source IP spec is also possi-
ble, as with all options). By daflt, there will be no restrictions as to who can use this service.
Some clients doh'even support SOCKS5 authentication (e.g. almost all browsers). If you wish to
enforce authentication, usk or its equvalent option,SOCKS5User As with port tunneling, it is

up to the parent proxy whether it will alacconnection to aprequested host:port. This feature can
be used withisocks(1)to male most TCP/IP applications go thru the proxy rather than directly
(only outgoing connections will work, obviously)o Tnake gps work without DNS serer, it is
important that thgdon’t resohe themseles, but using SOCKS. E.g. Firefox has this optiail-a
able through URI "about:config"ek ramenetwork.proxy.socks_remote_dnswhich must be set

to true. Proxy-unavare tsocksfied apps, will hae o be @nfigured using IP addresses toverg
them from DNS resolving.
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-P <pidfile>

Create a PID filgidfile upon startup. If the specified file exists, it is truncated asmdnitten.
This option is intended for use witstart-stop-daemon(8)and other servicing mechanisms.
Please note that the PID file is created AFTER the process dropsilegps and forks. When the
daemon finishes cleanithe file is remued.

-p <password> (Password, PassNT...)

Proxy account passwd. Cntlm deletes the password from the memaoymake it invisible in
/proc or with inspection tools légps(1), but the preferable way of specifying passdis the con-
figuration file. D that end, you can ugeassword option (for plaintext, human readable format),
or "encrypt" your password vidd and then usPassNTLMv2, PassNT and/orPassLM.

-R <username>:<passwrd> (SOCKS5User)

If SOCKS5 proxy is enabled, this option can makaccessible only to those who veabeen
authorized. Itan be used seral times, to create a whole list of accounts (allowed user:pass com-
binations).

-S <max_size_in_kb> (ISAScannerSize)
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Enables the plugin for transparent handling of the dreaded \Sge@nnerwhich returns an inter
actve HTTP page (displaying the scanning progress) instead of the file/datse yequested,
evay time it feels lile anning the contents. This presumptuous behavior breaksautomated
downloaderupdater and basically EVERapplication relying on downloads (e.g. wget, apt-get).

The parametemax_size_in_khllows you to choose maximumwhoload size you wish to handle

by the plugin (see balowhy you might vant that). If the file size is bigger than thistim for-

wards you the interaaté page, efectively disabling the plugin for that download. Zero means no
limit. Use -G/ISAScannerAgentto identify applications for whictmax_size_in_kishould be
ignored (forcing the plugin). It works by matching User-Agent header and is necessary for e.g.
wget, apt-get and yum, which would fail if the response is some HTTP page instead of requested
data.

How it works: the client asks for a filentim detects ISA bullshit response and waits for the
secret link to ISA cache, which comes no sooner than the file is downloaded and scanned by ISA.
Only then carcntim make the second request for the real file and forward it along with correct
headers to the client. The client do¢dirheout while waiting for it, b/entim is periodically
sending an extra depalve' header but the user might get nervous not seeing the progress bar
move. It's of coursepurely psychologicalmatter theres no dfference ifcntlm or your bravser
requests the scanned file - you must wait for ISA to dgab and download then. You justpect

to see some progress indicatorvgowhich is all what the IS4 page does: it shows HTML
countdown.

If the plugin cannot parse the interaetipage for some reason (unknown formatting, etc.), it quits
and the page is forwarded to you s iteve "lost".

The keepalie header is calletl SA- Scanner and shows ISA progress, e.g.:
HTTP/ 1.1 200 K

| SA- Scanner: 1000 of 10000
| SA- Scanner: 2000 of 10000
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-r "<name>: <value>" (Header)
Header substitution. Every cliestequest will be processed and/daeaders defined using or in
the configuration file will be added to it. In case the header is already preseatuésmil be
replaced.

-S Serializes all requests by not using concurrent threads for proxy (tunnelingoskd im parallel).
This has a horrible impact on performance andvéiiable only for debugging purposes. When
used with-v, it yields nice sequential debug log, where requestsitaiks.

-T <filename>
Used in combination withv to sare the debug output into a trace file. It should be placed as the
first parameter on the command line. fevent data loss, it ne&r overwrites an existing file. du
have o pick a unique name or manually delete the old file.

-U <uid>
When eecuted as root, do the stuhat needs such permissions (read config, bind ports, etc.) and
then immediately drop prileges and change tad. This parameter can be either number or sys-
tem username. If you use a numbmth uid and gid of the process will be set to this value; if you
specify a username, uid and gid will be set according to thasuiind primary gid as defined
in /etc/passwdYou should use the lattgrossibly using a dedicatemhtim account. As with an
daemon, you arstrongly advised to rurcntim under a non-privileged account.

-u <user>[@<domain>] (Username)
Proxy account/user name. Domain can be be entered as well.

-V Print debugging information. Automatically enable3. (

-w <workstation> (Workstation)
Workstation NetBIOS name. Do not use full domain name (FQDN) here. Just the first part. If not
specifiedcntlm tries to get the system hostname and if that fails, uses "cntlre'be@tause some
proxies require this field non-empty.

CONFIGURATION
Configuration file has the same syntax as OpenSSH ssh_config. It comprises of whitespace delimited
keywords and values. Comment begins with a hash '# and can begimeare in the file. Everything after
the hash up until the EOL is a commeralués can contain grecharacters, including whitespace. Do not
guote agthing. For detailed explanation ofekwords, see appropriate command-line optioralowing
keywords are wailable:

Allow <IP>[/<mask>]
ACL allow rule, seeA.

Auth NTLMv2 | NTLM2SR | NT | NTLM | LM
Select ag possible combination of NTLM hashes using a single parameter.

Deny <IP>[/<mask>]
ACL dery rule, seeA.
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Domain <domain_name>
Proxy account domain/workgroup name.

Flags <flags>
NTLM authentication flags. Se€ for details.

Gateway yes|no
Gatavay mode. In the configuration file, order doasmatter Gatevay mode applies the same to
all tunnels.

Header <headername: value>
Header substitution. Seefor details and remembaro quoting.

ISAScannerAgent <pattern>
Wildcard-enabled (*, ?, []) case insengtiUserAgent string matching for the trans-isa-plugin. If
you dont define ISAScannerSize it is internally set to infinityi.e. disabling the plugin for all
downloads except those agent-matched ones.Gee

ISAScannerSize <max_size in_kb>
Enable trans-isa-scan plugin. S&for more.

Listen [<saddr>:]<port_number>
Local port number for thentim’s proxy service. Sed for more.

Password <password>
Proxy account password.

PassNTLMv2, PassNT PassLM <password>
Hashes of the proxy account password (seand-a). When you want to use hashes in the config
(instead of plaintext password), egilith settings requires different options:

Settings | Requires
_____________ I,
Auth NTLM/2 | PassNTLM/2

Aut h NTLM2SR | PassNT

Aut h NT | PassNT

Aut h NTLM PassNT + PassLM

I
Auth LM | PassLM

Proxy <host:port>
Paent proxy which requires authentication. The same as proxy on the command-line, can be used
more than once to specify unlimited number of proxies. Should one padxgritim automati-
cally moves on to he next one. The connect requesitsf only if the whole list of proxies is
scanned and (for each request) and found tova&dnCommand-line takes precedencerathe
configuration file.

SOCKS5Proxy [<saddr>:]<Iport>
Enable SOCKS5 proxyee-O for more.
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SOCKS5User <username>:<password>
Create a n@ SOCKS5 proxy account. SeR for more.

NTLMToBasic yes|no
Enable/disable NTLM-to-basic authenticatoin. S&éor more.

Tunnel [<saddr>:]<lport>:<rhost>:<rport>
Tunnel specification. Se¢ for more.

Username
Proxy account name, without the possibility to include domain name (‘at’ sign is interpreted liter

ally).

Workstation <hostname>
The hostname of your workstation.

FILES
The optional location of the configuration file is defined in the Makefile, with the default for 1) deb/rpm
package, 2) traditional "make; makstall" and 3) Windows installer being:

1) /etc/cntl mconf
2) lusr/local/etc/cntl mconf
3) %ROGRAMFI LES% Cnt I M cntI mini

PORTING
Cntlm has been successfully compiled and tested on both little and big endian machines (Linux/i386 and
AIX/PowerPC). For compilation details, see README in the source disiin. Porting to ay POSIX
conforming OS shouldb’be nore than a matter of the Mafile rearrangemenCntim uses strictly
POSIX.1-2001 interfaces with ISO C99 litenprintf(3)), it is also compliant with SUSv3. Sincersion
0.33,cntlm supports Windows using POSIX emulation layer Cygwin.

TODO
In the much needed NTLM-proxy departememtiim aims to be a drop-in replacement for NTLMAPS.
But please note that NTLM WWW auth (that is auth to HTTP servers), when it is running witiiguatran
ent proxy as a standalone proxy sgrin itself, won’t probaly be implementedver. Even though the tasks
share common NTLM authentication, yhare different things. Also, Ve reve seen agy access-protected
HTTP server requiring solely NTLM without gmlternative. Such a narrow-spectrum tool can be written
in Perl in a fev minutes. | stive o keep the code antim simple and efficient.

BUGS
This software is still BETA, so there are probably ynhngs for you to uncloakven though I'm testing
evay new piece of code AMAP and usmtlm daily. I'll be hapypy to fix al of them, but if you can man-
age, patches would be bettgr

To report a bug, enable the debug output,\&ait to a fle and submit on-line along with a detailed descrip-
tion of the problem and Roto reproduce it. The link can be found on the homepage.

To generate the debug tracefile correctisst runcntim from the shell (command line) and neakire you

can reproduce the bug. When you wilveavefied that, stopcntim (hit Ctrl-C) and insert the follging
parameters at the beginning of the command line, preserving their &sdenple:
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cntinf.exe] -T cntlntrace.log -v -s ... the rest

AUTHOR
Written by David Kubicek <da& () awk.cz>
Homepage: http://cntim.sourceforge.net/

COPYRIGHT
Copyright © 2007 David Kubicek
Cntlm uses DES, MD4, MD5 and HMAC-MD?5 routines from gnulib and Base64 routinesnfiugifl).
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